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Abstract

Cryptographic protocols are very good tools to achieve authentica-
tion in large distributed computer network. These protocols are pre-
cisely defined sequences of action (communication and computation
steps) which use some cryptographic mechanism such as encryption
and decryption. It is well known that the design of authentication
cryptographic protocols is error prone. Several protocols have been
shown flawed in computer security literature. Due to this it is neces-
sary to have some methods of analysis and properties verification of
these protocols. In investigations of these properties a suitable formal
model is needed. This model should express all important properties
and ideas of protocols. In this paper we propose a new formal model
of "honest" executions of cryptographic authentication protocol. We
hope that this model is a good startpoint for further investigations
and will be usefull in verification of real executions of cryptographic
protocols.
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1 Introduction

Authentication is the process by which participants in a computer net-
work prove their identity. Usually, principals share a special random
number (secret) with some trusted machine, called an authentication
server. By proving possession of this number, a principal can establish
trust in its identity. Authentication in a large, distributed system is
challenging because participants communicate over a network that is
vulnerable to many Intruders attacks. A passive Intruder can be on
line and obtain sensitive information. An active Intruder can obtain
and modify messages and insert his own data to the net. Encryption
can unable the attacks of an active intruder. Many encryption schemes
preserve the integrity property, where any modification to some part
of the data causes the decryption to fail. Thus, without knowledge of
the key, an active, malicious Intruder’s ability is limited to blocking
data from reaching its destination. Such an Intruder can impersonate
some participant in the computer network and intercept his rights and
privileges.

The problem of looking for methods of correctness verification of
the cryptographic authentication protocols is still important. In the
last decade many methods and results are introduced and published.
These methods allowed to discover many kinds of attacks upon the
authentication protocols (see for example [1, 7-10]).

Catherine Meadows in [13| defines four approaches to the analysis
of cryptographic protocols™:

[1] To model and verify the protocol using specification languages
and verification tools not specifically developed for the analysis
of cryptographic protocols.

[2] To develop expert systems that a protocol designer can use to
develop and investigate different scenarios.

[3] To model the requirements of a protocol family using logics de-
veloped for the analysis of knowledge and belief.

*Another interesting paper with rather complete information on this topic is

[5].
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[4] To develop a formal model based on the algebraic term-rewriting
properties of cryptographic systems.

The most effective method of verification of the authentication cry-
tographic protocols is model checking of the specially defined partially
ordered spaces which express executions of the protocols in the real
network.

The applied by many researchers techniques, which uses model
checking of the specially defined spaces which express executions of
the protocols in the real net, enabled to find many attacks upon the
protocols. The best examples are paper by G. Lowe [7 10|, C. Mead-
ows [12 16] and E. Clarkes group [3, 4, 11| and a few others [2, 17|. In
these papers interesting definitions of computer network models were
given.

Usually model checking techniques provide some problems in ver-
ification. Main of these problems is explosion of states of constructed
spaces.

In this paper we present a new abstraction definition of cryto-
graphic authentication protocols and new definition of protocols ex-
ecutions. We define also a space of all executions of these protocols.
Obviously this space is very huge. We show how introduce some re-
lations which allows considering different executions without carrying
another ones.”

2 Syntax

Due to the difference of cryptographic authentication protocols it is
difficult to give the model of protocol executions space which has do
with every kinds of these protocols.

We may also notice that attacks upon the protocols are due to the
weakness of the structure of sending messages during the protocol exe-
cutions. In the below consideration we assume that every user of the
net (the Intruder too) may execute every actions. The only conditions

*This investigations are due to authors PhD dissertation [6].
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are possesing a suitable cryptographic key to decrypting/encrypting
messages and possesing secrets used in messages.

Below we give the basic syntactic definitions of our model. Let:

Zp = {P1,P2,Ps ...} - be the countable set of symbols represent-
ing the users of the computer network.

Za ={Ay, Az, Az, ...} - be the countable set of symbols repre-
senting the symbols of an alphabet.

Zx = {K1,K2,K3...} - be the countable set of symbols represent-
ing the cryptographic keys.

Zg = {81,82,85 ...} - be the countable set of symbols represent-
ing the confidential informations (ex. nonces).

Auxiliary symbols: , (1) { }.

Definition of the set of messages therms T. Let 7 be a smallest
set that fulfils:

1] ZpUZ,UZxUZs CT.
[2] If X € 7 and Y € T, then the sequence (X,Y) € 7,

[3] If X € T and K € Zg, then {X}x € T ({X}g is the therm
that is interpreted as the ciphertext containing the message X
encrypted under the key K).

Definition. The step of the pseudoprotocol we call any kind of
element of cartesian product Zp ® Zp x T *.

We denote steps of pseudoprotocols by «a, (3 etc.

Definition. By the pseudoprotocol we mean any finite sequence of
steps (au, g, ..., Q).

We denote pseudoprotocols by >, A etc.

For simplify, we will accept the following notations:
If ¥ = (o,q9,...,0p), then we denote all steps of the protocol by:
af,dlai=1,2... n.

*A ® A denote the cartesian product without pairs like (a, a).
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3 Computational structure

We will now present the construction of the partial order structure
which express the reality of sending messages while autherntication
protocols are executed in the real computer network. Now we assume
that all users behave properly. Let:

- P ={P,P,...,P,} be a set of cooperating with eachother
users of the computer network,

— A ={ajy,as,...,a,,} be aset of symbols of any finite alphabet,

- K={Ky,K,,...,Ky,} be aset of cryptographic keys (already
existing or possible to be generated) of the users of the net,

— S = {51,5,...,5} be a set of confidential messages (ex.
nonces).

Definition. By the set of messages L we mean the smallest set
satisfying follows:

1] PUAUKUS CL,
2| If X € LiY € L, then a sequence (X,Y) € L,

3] f X e L'i K € K, then {X}x € L ({X}x is the ciphertext
containing the message X encrypted under the key K).

Lets consider all partial iniection f which map f : dom(f) — L,
where dom(f) C T, satisfying the following conditions:

[1] f(Zp) €
2] f(Z4) €
B f(2k)
[4] f(Zs) <
5] Vxyer (9(X,Y)) = g(X),g(Y) ) (homomorphism);

(6] Vxer Vieze ( 9({X}x)) = {9(X) o)

| ﬂ
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Definition. We call function f by partial interpretations of the
set 7.

We denote by F the set of all partial interpretations of the set 7.

Definition. By the essential space we mean a pair (P, F).

Definition. If P, Q € Zp Ndom(f) and £ € dom(f), then the
triple (f(P), f(Q), f(L)) we call the step pseudoprotocol interpretation
a=(P,Q,L). If astep a is 7 - this step of the protocol X, then its
interpretation we will denote by «a(f, %, 7).

Definition. By the execution of the pseudoprotocol

Y= (af,ay,...,a%)

with interpretation f we mean the sequence:

(a(f,2,1),a(f,%,2),...,a(f,X,n)).

Because verification can be lead across for only one protocol, we
will consider only one protocol X. This doesn’t mean that there is a
limit for further consideration.

Definition. By the run we mean any finite or not sequence of the
protocol steps interpretations X:

V = (a1(f1,25,41), aa(fo, X,02), oy an( [y, 2y 0n)y .-+ )
which fulfils the following conditions:
1] Ypen+ [in >1 = Fpcn ( fo = fu N i =1, — 1)),
2] Vijen+(fi # f; = fi(S)N f;(S) =0).
Definition. By the space of protocol runs R we mean the set of
all runs.

Definition. The prefiz of the run V is an arbitrary (ex. empty)
its beginning sector.

Definition. By {2 we mean the set of all prefixes of runs from the
set R.



M. Kurkowski &9

We now introduce a binary relation between elements of the set
Q. Let:

V= (O‘%(fllvZvl}))aé(f%’g’@é)"“ ’arlz( %’272711))
V? = (a%(ffazai%%a%(fg:Eﬂ%):'" ?057271( %,E,Z‘?n))

be arbitrary runs prefixes from (2.

Definition. Let R C Q2 x Q) be a binary relation such that:
VIRV =4 (fl =2 A i =i2).

Lemma. The relation R is reflexive, symmetric and transitive,
i.e. it is an equivalence relation.

Consider the set {2z of all equivalence classes of the relation R.

Observe that every equivalence class [V]g from Qg is represented
by a certain steps interpretation of the protocol «(f, %, ) which is a
least element of any prefix from the set [V]x.

To simplify our consideration we denote all equivalence classes [V]z
by [a(f,X,4)] (where a(f,X,i) is the least element of every prefix
belonging to the class [V]z).

In such constructed the set 2z we introduce the following binary
re-
lation:

Let [a(fn;, X, in;)] and [a(fin,, X, im, )] be arbitrary elements from
Qr.

Definition. Let < C Qg X Qz, be a binary relation such that:

[a(frgs 2 in,)] = [a(fings 2, im,)] =2
=T (foy = frp N iny <l ).

Lemma. The relation < is reflexive, antysymmetric and transi-
tive, i.e. it is a partial order relation.
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The structure constructed above enables describing the process of
sending information during the actual executions of authentications
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protocols. Now we present the advantages comming from the structure
defined above.

The metods based on model checking often face the problem of
states explosion in the space which describe a given problem. It is
not hard to notice that the case of building space for authentication
protocols is similar.

Lets consider the following example of a protocol, in which exange
with three messages takes place.

We may identify the space of all possible runs with a tree of a
common root, whose maximum paths are runs and the root is the
empty prefix. During the automatic search of this space, we consider
the same steps of a given execution. We show this type of situation in
the drawing below.
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After applicating the reduction above, the partial order structure
(the space) of the executions of the protocols is presented as follows:

Each execution of a protocol may be considered separately. How-
ever, lets notice, that after applying the reduction individual steps
in the structure are really equivalence classes containing all prefixes
of the runs ending on a given step. Therefore, examining individual
executions, we don’t lose the general idea.
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Recall that in the beginning of our reflections we have established
that every user of the network is honest. Therefore, this construction
does not enable examination of space of the execution of protocols
with an Intruder taking part.

4 Conclusion and future work

In this paper we have presented a new definition of crytographic
authentication protocols and new definition of protocols executions.
We also defined a space of all executions of these protocols. To de-
crease number of states in our model we have proposed some partial
order reduction.

Investigated structures allows expresing of authentication proto-
cols executions without Intruder. Obviously in real executions partic-
ipants which communicate to each other in a computer network are
vulnerable to Intruders attacks. We hope that this model is a good
startpoint for further investigations and will be usefull in verification
of real executions of cryptographic protocols with some model of In-
truder.
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